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ABSTRACT

Backscatter communication holds potential for ubiquitous and low-
cost connectivity among low-power IoT devices. To avoid interfer-
ence between the carrier signal and the backscatter signal, recent
works propose a frequency-shifting technique to separate these two
signals in the frequency domain. Such proposals, however, have to
occupy the precious wireless spectrum that is already overcrowded,
and increase the power, cost, and complexity of the backscatter tag.
In this paper, we revisit the classic ON-OFF Keying (OOK) modula-
tion and propose Aloba, a backscatter system that takes the ambient
LoRa transmissions as the excitation and piggybacks the in-band
OOK modulated signals over the LoRa transmissions. Our design
enables the backsactter signal to work in the same frequency band
of the carrier signal, meanwhile achieving good tradeoff between
transmission range and link throughput. The key contributions of
Aloba include: i) the design of a low-power backscatter tag that
can pick up the ambient LoRa signals from other signals; ii) a novel
decoding algorithm to demodulate both the carrier signal and the
backscatter signal from their superposition. The design of Aloba
completely unleashes the backscatter tag’s ability in OOK modula-
tion and achieves flexible data rate at different transmission range.
We implement Aloba and conduct head-to-head comparison with
the state-of-the-art LoRa backscatter system PLoRa in various set-
tings. The experiment results show Aloba can achieve 39.5–199.4
Kbps data rate at various distances, 10.4–52.4× higher than PLoRa.
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• Networks → Network protocol design; Sensor networks;
Cross-layer protocols; • Computer systems organization →
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Figure 1: An illustration of Aloba deployment in the factory.

Aloba tag takes the ambient LoRa signals as the excitation and trans-
mits the machine status data (e.g., vibration) back to the gateway
hundreds of meters away.
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1 INTRODUCTION

The fourth industry revolution (a.k.a. industrial 4.0) aims to trans-
form traditional manufactory and industrial practices with ad-
vanced automation, artificial intelligence, and the internet of things
technology. The key to the success of industrial 4.0 is the underly-
ing machine to machine (M2M) communication technology that
provides ubiquitous and reliable wireless connectivity anywhere,
at any time [4, 5, 9, 18, 19, 45]. However, industrial applications
have diverse requirements on data exchanging and thus demand
different M2M communication technologies. For example, video
surveillance on industrial practices requires high-throughput (tens
of Gbps) M2M links to ensure reduced communication latency [47].
Keeping track of the status of machines in the factory (e.g., vibration,
noise, rotation), on the other hand, demands moderate-throughput
(hundreds of Kbps) M2M links for sensing data forwarding [32]. As
some of these machines may produce strong noise, flash intense
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Figure 2: Comparison of existing backscatter technologies.

light, and discharge harmful gases (as shown in Figure 1), these data
forwarding links should be also low-power and long-range, allow-
ing sensors to transmit their data back to the gateway hundreds of
meters away without extra human intervention or frequent battery
replacement.

While the latest 5G new radio [2] and 802.11ax (a.k.a.Wi-Fi 6)
[38] technologies have been successfully deployed in factories for
low-latency data transmission, these technologies are not suitable
for machine monitoring in the complex industrial environment
as they are either susceptible to blockage or constrained by short
communication range (tens of meters). On the other hand, Low-
power wide-area networks (LPWANs) are able to connect machines
across long range. However, these technologies consume substantial
amount of energy in around-the-clock monitoring mode and thus
require frequent battery replacement.

Due to its low-power and simplicity, backscatter communica-
tion becomes a promising technology to enrich the family of exist-
ing M2M links. The state-of-the-art backscatter systems (Figure 2)
now can transmit at high throughput [1, 14–16, 34, 42, 43, 48–51]
and communicate over long distance [35, 39, 41]. These desirable
properties make backsactter communication a good candidate for
industrial applications. However, as we carefully examine these
innovations, we find these designs (Figure 2) either sacrifice the
communication range in order to achieve a higher link through-
put, or tradeoff the throughput for a decent communication range.
None of them is able to balance the throughput and communication
range to satisfy the requirement of the machine status monitoring
in industrial practices. For example, the throughput of OFDMA-
backscatter [51] can reach up to 5.2 Mbps, it however only supports
short-range communication (up to 10 m). In contrast, PLoRa [35]
supports kilometer-scale backscatter communication at the cost of
a very low throughput (limited to tens of Kbps). Similarly, LoRa
backscatter [39] allows the backscatter tag to communicate with the
gateway kilometers away. However, its maximum link throughput
is constrained to 27.3 Kbps due to the LoRa PHY-layer regulation.
Besides, LoRa backscatter relies on the dedicated excitation source
to send a continuous sinusoidal tone as the carrier signal. This
operation inevitably adds cost and complicates the installation and
maintenance of the system.

In this paper, we present the design, implementation, and evalu-
ation of Aloba, an ambient backscatter design for machine status
monitoring in industrial practices. Aloba takes the ambient LoRa

(a) (b)

(c)(d)

LoRa Tx LoRa Rx

Tag

Figure 3: LoRa backscatter system. Aloba tag modulates the
ambient LoRa signal using On-Off Keying. (a): carrier signal trans-
mitted by LoRa Tx. (b): backscatter signal modulated by Aloba

tag. (c): received signal is the superposition of carrier signal and
backscatter signal. (d): the LoRa receiver decodes both LoRa carrier
signal and backscatter signal using our demodulation algorithm.

signals (e.g., emitted from nearby actve LoRa nodes) as the carrier
signal, modulating its sensing data on these carrier signals using
ON-OFF Keying (OOK) modulation, and then reflects the modu-
lated signal to the receiver (LoRa gateway). Such design owns three
desirable properties: i): Flexible link throughput. OOK modulation
enables the Aloba tag to adapt its link throughput to the link quality
as opposed to the PHY-layer regulation of carrier signals. ii): Long
communication range. By taking ambient LoRa signals as the carrier,
the Aloba tag could leverage the unique processing gain brought
by the chirp signal design to enable backscatter communication at
a range of hundreds of meters. iii): Easy to deploy. The Aloba tag
modulates its data on the ambient LoRa signals. This can avoid the
installation and maintenance of the dedicated excitation sources.

Harvesting these benefits, however, faces fundamental chal-
lenges. On one hand, unlike the conventional RFID system where
the excitation is a continuous wave (a sinusoidal tone), the excita-
tion signal in our design is an ambient, intermittent LoRa signal
which already conveys information and changes over time. The
backscatter tag should be able to distinguish the LoRa signal from
the others and further synchronize with each LoRa symbol for
fine-grained modulation. On the other hand, the backscatter signal
is orders of magnitude weaker than the excitation signal. The re-
ceiver should be able to demodulate this weak backscatter signal
in the presence of strong interfering excitation signal. Due to the
frequency variation, the superposition of an excitation signal and a
backscatter signal changes over time, which makes the demodula-
tion even more challenging (§2).

In Alobawe present a novel hardware-software solution to tackle
the above challenges. On a high-level the Aloba tag picks up the
ambient LoRa signal from the other signals using a low-power
LoRa packet detection circuit. It then modulates data on the LoRa
payload chirps using OOK. The LoRa receiver leverages our sig-
nal processing algorithm to decode both the excitation and the
backscatter signals from their superposition. Aloba makes three
key contributions:

• Wedesign a simple yet effective LoRa packet detection circuit
that can detect the ambient LoRa signal as low as -60 dBm
with 0.3 mW power consumption. This packet detection
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Figure 4: LoRa modulation and demodulation. (a): the base-
chirp encodes symbol “00”. (b): a cyclic shifted version of the base-
chirp encodes symbol “10”. (c): the multiplication of different chirps
and down-chirp yields peaks on different FFT bins.

circuit serves as a plug-in peripheral that can be easily inte-
grated with commercial backscatter tags, e.g., WISP.

• We comprehensively study the superposition of chirp signals
at the LoRa receiver, based on which we propose a novel
demodulation algorithm that can detect the fine-grained
changes on the phase and amplitude of the received signal
to demodulate both the carrier signal and the backscatter
signal.

• We implement Aloba on a PCB (printed circuit board) and
integrate it with WISP [37] for evaluation. The experimental
results demonstrate that Aloba can achieve various data rates
(39.5–199.4 Kbps) at various distances (50–200 m) in the
wild. Compared with the state-of-the-art system PLoRa [35],
Aloba achieves 10.4–52.4× higher throughput. We shared
our schemetic and source code in http://tns.thss.tsinghua.edu.cn/
sun/researches/BackscatterCommunication.html for repro-
ducibility.

The rest of this paper is organized as follows. Section 2 presents
the background knowledge of LoRa and analyzes the self-interference
at the LoRa receiver. We introduce the decoding algorithm in Sec-
tion 3 and present the Aloba operations on tag in Section 4. Section
5 briefly describes the MAC layer of Aloba system. Section 6 intro-
duces the implementation of Aloba system. We show the evaluation
results in Section 7 and discuss related works in Section 8. Section
9 discusses future works. We conclude this work in Section 10.

2 SELF-INTERFERENCE ON LORA
BACKSCATTER

Alobamodulates ambient LoRa signal (the carrier signal) using OOK.
In this section, we first introduce the standard LoRa modulation
and demodulation process, and then analyze LoRa self-interference.

2.1 LoRa Primer

LoRa adopts Chirp Spread Spectrum (CSS) to modulate data. Each
LoRa symbol is represented by a chirp where the frequency changes
linearly over time, as shown in Figure 4(a)-(b). To demodulate the
LoRa symbol, the receiver multiplies an incoming LoRa symbol
with a down-chirp and transforms the multiplication from the time
domain to the frequency domain, yielding a peak on an FFT bin.
The receiver tracks the location of this peak to demodulate the
LoRa symbol accordingly. Figure 4(c) illustrates this process.
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Figure 5: The received signal is the superposition of the car-

rier signal and backscatter signal (propagation delay of the

backscatter signal is 1.8 μs). The received signal experiences
periodic amplitude variation due to constructive and destructive
interference.

2.2 Modeling the Interference

The frequency of a LoRa chirp can be represented by: f (t) = F0 +
kt , where F0 is the initial frequency of this LoRa chirp; k is the
frequency changing rate (over time). The phase of this LoRa chirp
at a given time t can be calculated by:

φ(t)=2π

∫ t

0
f (t)dt = 2π (F0t+

1

2
kt2), t ≤ Tchirp (1)

Phase offset. The backscatter signal and the carrier signal prop-
agate along different paths. The propagation delay due to this
path difference d can be represented by td =

d
c , where c is the

radio propagation speed. At time t , the phase of the carrier sig-
nal and the backscatter signal are φc (t) = 2π (F0t +

1
2kt

2) and

φb (t) = 2π (F0(t − td )+
1
2k(t − td )

2), respectively. Hence the phase
difference Δφ(t) between these two signals can be calculated by:

Δφ(t) = φc (t) − φb (t) = 2π ((F0 + kt)td −
1

2
kt2
d
) (2)

From the above equation we have the following observations: i):
The phase difference Δφ(t) varies over time, as shown in Figure 6(a).
Hence the received signal experiences interference that periodically
alternates between constructive and destructive states, as shown in
Figure 5. ii): The propagation delay changes across tag’s locations,
so does the amplitude variation of the received signal. Therefore,
we cannot rely on the amplitude variation of the received signal
to detect the appearance of the backscatter signal. On the other
hand, conventional interference cancellation algorithms, e.g., pas-
sive RFID and Wi-Fi backscatter [1, 8, 17, 46] are not suitable for
solving this LoRa self-interference, since the carrier signal here is
unknown to the LoRa receiver. Reconstructing the carrier signal in
hopes of canceling it out from the received signal is difficult, since
the amplitude and frequency of LoRa signals change over time.

Frequency offset. The propagation delay td leads to a frequency
offset in the frequency domain, as shown in Figure 6(b). The fre-
quency offset Δf can be calculated by:

Δf =
BW

Tchirp
td =

BW

Tchirp

d

c
=

BW 2

2SF
d

c
(3)
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Path
Difference

BW
(KHz)

SF
Frequency
Offset

FFT Bin

10 m 500 7 65.104 Hz 3906.25 Hz
50 m 500 7 325.52 Hz 3906.25 Hz
100 m 500 7 651.04 Hz 3906.25 Hz
200 m 500 7 1302.08 Hz 3906.25 Hz
400 m 500 7 2604.16 Hz 3906.25 Hz
600 m 500 7 3906.25 Hz 3906.25 Hz

Table 1: Frequency offset between the carrier signal and the

backscatter signal under different parameters

The frequency offset is determined by the LoRa bandwidth BW ,
the spreading factor SF , and the path difference d . Table 1 lists
the maximum frequency offset under different path difference set-
tings. We observe that the receiver is unable to differentiate the
backscatter signal and carrier signal in frequency domain, unless
the path difference is larger than 600 m. As the tag’s location is
usually unknown in many outdoor deployments, we cannot blindly
borrow the idea of LoRa parallel decoding [3, 6, 44] to separate the
two signals from their superposition in the frequency domain.

3 DEMODULATION

This section describes the way to decode both the carrier signal
and the backscatter signal from their superposition. Due to sig-
nal attenuation, insertion loss, and energy transformation loss on
the backscatter tag, the backscatter signal is orders of magnitude
weaker than the carrier signal. Hence we can first leverage capture
effect1 to demodulate the carrier signal, using the standard LoRa
demodulation scheme. Our task is then transformed into decoding
the backcsatter signal from the received signal.

Basic idea. The demodulation scheme of Aloba is motivated by the
conventional RFID system. RFID system simplifies the backscatter
signal decoding by adopting a sinusoidal tone as the carrier signal.
In a similar way, if the LoRa receiver can transform the standard
LoRa carrier signal into a constant sinusoidal tone, the variation of
received signal would be solely determined by the backscatter signal.

1The stronger of two signals at the same channel can be demodulated from the super-
position due to the capture effect [20].
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Figure 7: Signal transformation. (a): two LoRa chirps with dif-
ferent initial frequencies. (b): conjugate down-chirps of these LoRa
chirps. (c): the multiplication of the chirps and their conjugate
down-chirps yields sinusoidal tone at the same frequency.
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superpositioncarrier backscatter

Figure 8: Superposition of sinusoidal carrier signal and

backscatter signal. (a): carrier signal and backscatter signal are
not strictly aligned or misaligned. (b): carrier signal and backscatter
signal are strictly aligned. (c): carrier signal and backscatter signal
are strictly misaligned.

This implies an opportunity to detect the presence of backscatter
signal and then decode it.

3.1 Transforming Chirps into a Constant
Sinusoidal Tone

Signal Transformation. The standard LoRa demodulation scheme
multiplies LoRa chirps with a down-chirp (with the frequency
changes from +BW2 to −BW

2 ), yielding a sinusoidal tone. The fre-
quency of this sinusoidal tone is determined by the initial frequency
offset of LoRa chirps. In Aloba, we replace the standard down-chirp
with the conjugate of incoming LoRa chirps, as shown in Figure 7(a)-
(b).2 This operation transforms all incoming LoRa chirps into a
sinusoidal tone at the same frequency, as shown in Figure 7(c).

Amplitude variation of the sinusoidal tone. The sinusoidal
tone obtained from the signal transformation can be regarded as the
superposition of a sinusoidal carrier signal and a backscatter signal.
As the backscatter signal is much weaker than the carrier signal,
the receiver faces two possible signal combinations. i): When these
two signals are either strictly aligned or misaligned (Figure 8(b)-(c)),
we expect to see a significant amplitude variation on the received
signal, based on which we can detect the presence of the backscatter
signal. ii): Most of the time, however, these two signals are neither

2The LoRa chirp and its conjugate chirp are symmetric to each other with respect to
the reflection off the X-axis.

195



Aloba SenSys ’20, November 16–19, 2020, Virtual Event, Japan
A

m
pl

itu
de (a) Phase jumping

ONOFF ONOFF OFF

Phase jumping caused by ON-OFF switching false alarm

(b) The first step of phase alignment

(c) The second step of phase alignment

tBtA tC

tA
tC

Figure 9: Phase variation of the received signal after signal

transformation. (a): phase jumping caused by ON-OFF switching
of backscatter signal and false alarms. (b): eliminate the false alarm
caused by signal transformation at the boundary of each LoRa chirp.
(c) eliminate the false alarm caused by frequency wrapping within
the LoRa chirp.

strictly aligned nor misaligned ((Figure 8(a)). Hence the amplitude
of the received signal would not exhibit significant variation in the
presence of backscatter signal. As a result, we cannot solely rely
on the amplitude variation to detect the backscatter signal in the
later case.

Phase variation of the sinusoidal tone. We instead leverage the
phase variation of the received signal to detect the presence of the
backscatter signal in the later case. When Aloba tag is at the OFF
state, the received signal is determined by the carrier signal. When
Aloba tag switches to the ON state, the presence of backscatter
signal will alter the received signal, which leads to a phase jumping
on the sinusoidal tone, as shown in Figure 9(a). This phase jumping
caused by ON-OFF switching could serve as a clue to detect the
presence of the backscatter signal. However, false alarm remains
as both the frequency wrapping ( from BW

2 to −BW
2 ) within the

LoRa chirp and the sinusoidal tone transformation of each LoRa
chirp could lead to an abrupt phase jump (denoted as false alarms
in Figure 9(a)).

Two-step phase alignment. We design a two-step phase align-
ment algorithm to eliminate false alarms. In the first step, the re-
ceiver checks the boundary of each LoRa symbol on the received
signal, wrapping the phase of remaining signal samples for a proper
amount of degree such that they are all aligned with the phase sam-
ples of the LoRa symbol ahead. This process is repeated from the
first LoRa symbol to the last one. After this step, all phase jumpings
caused by sinusoidal transformation will be removed, as shown
in Figure 9(b). In the second step, the receiver locates those phase
jumpings caused by frequency wrapping by reconstructing the
carrier symbols.3 The receiver visits these phase jumping points
sequentially and repeats the phase alignment operation in step
one. After this process, all phase jumpings caused by frequency
wrapping will be eliminated from the transformed sinusoidal tone,
leaving us true positives (those caused by the presence of backscat-
ter signal) only, as shown in Figure 9(c).

3Since the content of carrier signal has already been decoded, the receiver can directly
obtain the location of the frequency wrapping point within each LoRa symbol.

0 250 500
Sample Index

-0.2

0

P
ha

se

0 250 500
Sample Index

0.32

0.34

0.36

A
m

pl
itu

de

(a) Amplitude

(b)  hase

SiSi
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and backscatter signal are not strictly aligned. (b): the phase of this
reconstructed signal shows a distinctive pattern.
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Figure 11: The illustration of backscatter data decoding. (a):
phase difference between the transformed sinusoidal tone plotted
by blue lines and a reference sinusoidal tone plotted by gray lines.
(b): reconstructed signal samples with and without backscatter
signals aggregate two clusters, and backscatter preamble provides
classification anchor points.

3.2 Signal Reconstruction and Decoding

In practice, phase noise exists due to timing offset and carrier
frequency offset [40]. It is thus unreliable to tell the presence of
backscatter signal solely based on abrupt phase jumping points. To
solve this problem, we design a robust, clustering-based detection
algorithm as follows.

Signal reconstruction. The backscatter signal is modulated on
the payload part of the carrier signal (will be detailed in §4.2). Once
the receiver detects the payload of a LoRa packet, the receiver
reconstructs the transformed sinusoidal tone as S = AiΦi , where
Ai is the ith amplitude sample on the transformed sinusoidal tone.
Φi is the phase difference between the ith phase sample on this
transformed sinusoidal tone and the corresponding phase sample
on a reference sinusoidal tone, as shown in Figure 11(a). Figure 10
shows the amplitude and phase of the reconstructed signal. We can
see the amplitude variation of this reconstructed signal becomes
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Figure 12: Classification results on I-Q plane when multiple

tags are concurrent transmitted. (a): two tags correspond to four
clusters. (b): three tags correspond to eight clusters.

indistinguishable when these two signals are not strictly aligned,
while the phase readings of this reconstructed signal demonstrate
a distinctive pattern, which can be leveraged for backscatter signal
decoding.

Backscatter signal decoding. We plot all reconstructed signal
samples on the constellation diagram (I-Q plane). As shown in
Figure 11(b), these symbols are naturally grouped into two clusters:
one for the none-existence of backscatter signal, and another for the
existence of backscatter signal. We can then leverage the preamble
of the backscatter signal (a 16-bit Barker code, detailed in §4.2) to
distinguish these two clusters and decode each trail of backscatter
signals accordingly. This clustering-based method leverages all
signal samples to detect the presence of backscatter signal, hence it
is more robust than the phase jumping based detection method.

On a high-level, Aloba shares the similar decoding principle with
the standard LoRa decoding algorithm: transforming the frequency-
shifting LoRa chirp into a constant sinusoidal tone. However, the
conventional LoRa decoding algorithm multiplies the incoming
LoRa chirp with a standard down-chirp and then tracks the peak
on FFT bins to demodulate the LoRa chirps. In contrast, the Aloba
receiver replaces this down-chirp with the conjugate of each incom-
ing LoRa chirp. It then tracks the amplitude and phase variation
to demodulate the backscatter signals overlaid on the carrier LoRa
signals. This allows the Aloba receiver to decode both the carrier
signal and backscatter signal on the same frequency band.

3.3 Extension to the Multi-tag Scenario

The above demodulation scheme can be easily extended to the
multi-tag scenario. Suppose there are M(M > 1) Aloba tags. The
received signal would be the superposition of multiple backscatter
signals and the carrier signal. Following the signal transformation
introduced in §3.1, the receiver first transforms this received sig-
nals to a sinusoidal tone. It then follows the signal reconstruction
introduced in §3.2 to reconstruct the received signal. We thus ex-
pect to see 2M clusters on the constellation diagram. Figure 12(a)
and Figure 12(b) show the constellation diagram of two tags’ and
three tags’ replies, respectively. With these symbol clusters, we can
then apply the state-of-the-art parallel decoding algorithms such
as [7, 12, 13, 33] to decode the backscatter signals.

(a) LoRa packet structure

(b) detection result

Preamble Syncword Payload

Feature

Figure 13: LoRa preamble and the corresponding RSSI pro-

file. The ten consecutive up-chirps on LoRa preamble (top) leads
to ten equally-spaced RSS pulses (below).

ADC

-pass Filter

Envelope DetectorImpedance Matching

FPGA

Figure 14: The circuit design of LoRa packet detector.

4 ALOBA TAG DESIGN

We describe the tag operation in this section.

4.1 Low-power LoRa Packet Detection

Aloba tag takes the ambient LoRa signal as the carrier signal. The
standard LoRa packet detection scheme is not suitable for Aloba
due to its high power consumption.

In Aloba, we design a simple yet effective packet detection circuit
to pick up the LoRa signal from the ambient noise and unconcerned
signals. Our design exploits the unique pattern of LoRa symbols
in the LoRa preamble: ten consecutive up-chirps with zero initial
frequency offset. When the incoming signal passes through a low-
pass filter (with a cutoff frequency at BW /4), the ten consecutive
up-chirps on a LoRa preamble will lead to ten equally spaced RSS
(received signal strength) pulses (Figure 13(b)), whereas the noise
and other legacy signals will not. Hence Aloba can pick up the LoRa
preamble by detecting the appearance of this unique RSS pattern.

Figure 14 shows the circuit design of Aloba packet detection
module. The signals are first digitized by an ultra low-power Analog-
to-Digital Converter (ADC) on the FPGA board. The sampling rate
of this ADC is 250 KHz. LoRa supports different bandwidth (e.g.,
500 KHz, 250 KHz, 125 KHz) for data transmission. We thus need a
reconfigurable low-pass filter. In Aloba, we implement a moving
average filter on software as the low-pass filter [24, 29]. The cutoff
frequency of this software-defined low-pass filter can be easily
reconfigured by setting different window sizew . For instance,w = 5
leads to a 30 KHz cutting-off frequency. Once the FPGA detect ten
equally spaced RSS pulses (i.e., the amplitude of incoming signals
is larger than a threshold), it immediately knows the arrival of a
LoRa packet and automatically switches to the modulation mode.
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structure

We empirically set this RSS threshold to -60 dBm, which yields the
best detection accuracy in our experiments.

Power consumption. Both impedance matching and envelope
detector are passive components (e.g., inductance, capacitors, and
diodes), hence the energy consumption of this packet detection
circuit mainly comes from the ADC and FPGA. Our ADC works on
the low sampling rate mode and the detection based on RSS at the
FPGA is simple. The total power consumption of ADC and FPGA
is around 0.3 mW.

4.2 Modulation

After detecting the LoRa preamble, Aloba waits for another 2.25
symbol times (sync. symbols) and then modulates data on the
payload part of this incoming LoRa packet using OOK: reflecting
the signal when transmitting a bit one, and absorbing the signal
when transmitting a bit zero. The backscatter packet contains four
fields as shown in Figure 15: a 16-bit baker code-based preamble
(010101 · · · 010101), a 4-bit modulation rate field, a 8-bit payload
length field, and the payload.

5 ALOBAMAC LAYER

We sketch the MAC layer design in this section. We allocate an
assigned channel among multiple Aloba tags. Each tag randomly
picks up a time slot to transmit. Upon detecting the carrier sig-
nals, these Aloba tags achieve time synchronization and reflect
backscatter signals. When there are multiple active LoRa nodes in
the LoRaWAN, these LoRa nodes also abide by the time-domain
ALOHA protocol. In this way, LoRa nodes and Aloba tags form a
hybrid LoRaWAN network.

ALOHA protocol can reduce the collision probability. However,
it does not guarantee the collision-free transmission. Collision hap-
pens when multiple Aloba tags select the same slot. Each tag makes
its own choice independent with the other tags. If we have N tags
and there are K time slots, the probability that R tags will be trans-
mitted in one time slot is P =

(N
R

)
( 1K )R (1 − 1

K )N−R [11]. For in-
stance, suppose there are 100 tags and 128 time slots, the probability
that 5 tags will be transmitted in one time slot is 0.1%. Our demod-
ulation scheme can be easily extended to the multi-tag scenario.
The evaluation in §7.5 shows that the number of concurrent tags
supported by Aloba is five.

6 IMPLEMENTATION

Tag hardware. The packet detection module is prototyped on a
single-layer PCB using commercial off-the-shelf circuit components

as shown in Figure 18. The packet detection module uses one omni-
directional antenna with 3 dBi gain [21] and a DE0-Nano-SoC FPGA
with an ultra low-power ADC [22]. We optimize the impedance
matching coefficient to provide the maximum power transfer from
the antenna to the envelope detection. The packet detection module
is wired to the WISP 5.0 [37] for evaluation.

Transmitter and receiver. We use a commercial LoRa node (a
STM32L083RZ board [30] carrying a Semtech SX1276 [27] chip)
with one 3 dBi gain omni-directional antenna [21] as the transmitter,
an USRP N210 [31] equipped with the same type of antenna as
the receiver. The USRP samples the signal at 10 MHz sampling
rate. The LoRa receiver runs the standard LoRa preamble detection
algorithm [23] to detect LoRa transmissions and further locates
each LoRa symbol on the payload. The receiver then runs Aloba
decoding algorithm to decode both the backscatter signal and the
ambient LoRa signal.

Extension to commercial LoRa gateways. While the current
Aloba decoding algorithm is implemented on USRP, it is worth not-
ing that this algorithm can be easily implemented on a commercial
LoRa gateway, since this algorithm requires only the raw signal
samples which are accessible on most LoRa RF-front, e.g., Semtech
SX1257 front-end [26]. We leave the algorithm implementation on
commercial LoRa gateways as our future work.

7 EVALUATION

In this section, we first conduct head-to-head comparison with
PLoRa [35], the state-of-the-art ambient LoRa backscatter system.
We then conduct micro-benchmarks to study the performance of
Aloba in various settings, including different LoRa bandwidth, tag-
to-source distances, modulation rate, environment, and channel
conditions.

7.1 Experimental Setup

The LoRa transmitter and the receiver both work on channel one
(902.5 MHz). The payload of each LoRa packet consists of 20 sym-
bols. The default spreading factor (SF), coding rate, and bandwidth
(BW) of the LoRa signal are 7, 1, and 125 KHz, respectively. The
transmission power of the LoRa sender is 20 dBm. We evaluate
Aloba both indoors (classroom, hallway and warehouse as shown
in Figure 16.) and outdoors (open road, square and parking lot, as
shown in Figure 17).

We take throughput and maximum backscatter range as the key
metric to evaluate Aloba’s performance. Throughput measures
the amount of backscatterred data correctly decoded within one
second at the LoRa receiver. Maximum backscatter range refers to
the maximum distance between the Aloba tag and the LoRa receiver
when the bit error rate (BER) of the backscatter data is lower than
0.001. We send 1,000 LoRa packets in each experiment, and then
repeat the experiment 100 times. Finally we report the averaged
result to ensure the statistical validity.

7.2 Head-to-head Comparison with PLoRa:
Link Throughput

We compare Aloba with PLoRa [35] in various settings. PLoRa
encodes one bit per LoRa symbol. The theoretical link throughput
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Figure 16: The floor plans of indoor experiment

field

Figure 17: Indoor and outdoor experi-

ment field
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Figure 18: Aloba tag
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Figure 19: Link throughput of Aloba and PLoRa in different tag-to-receiver distance settings.

of LoRa carrier and PLoRa are BW
2SF

· SF and BW
2SF

, respectively. The
theoretical link throughput of Aloba is determined by the rate of
ON-OFF keying operation.

In these experiments, we place the receiver 50 m, 100 m, 150 m,
200 m, 250 m, and 300 m away from the tag. Within each distance
setting, we further vary the distance between the source and the
backscatter tag to measure the throughput of PLoRa and Aloba. We
tune the spreading factor and bandwidth of the carrier signal to
ensure the fair comparison with PLoRa. Figure 19 shows the result.
We have two observations from these experimental results.

First, we observe the link throughput of Aloba is orders of mag-
nitude higher than that of PLoRa when the LoRa receiver is within
200 m of the source (Figure 19(a)-(d)). Specifically, when the tag
is collocated with the source (with an 10 cm spacing), the link
throughput of Aloba is 10.4×–52.4× higher than that of PLoRa

in different source-to-receiver distance settings. This is expected
since the OOK design enables Aloba to tune up its throughput to
best utilize the better link quality in short tag-to-source distance
settings. This flexible modulation design enables Aloba to achieve
even 1.5×–7.3× higher throughput than that of the LoRa carrier. In
contrast, PLoRa adopts a fixed modulation rate and thus achieves
consistently low throughput in all different distance settings.

Second, the link throughput achieved by Aloba and PLoRa both
decreases with increasing tag-to-source distance, primarily due
to the decreasing SNR of the backscattered signal (Figure 19). To
expand the backscatter range, similar to the existing backscatter
systems [35], Aloba has to sacrifice the throughput to ensure a
longer backscatter range (Figure 19(e)). Aloba essentially relies on
energy to decode backscatter signals, thus the performance gain
of Aloba over PloRa is achieved mainly within short and medium
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Figure 22: Performance comparison

with different switch rate settings

communication range (≤ 250 m shown in Figure 19(f)), since that
the signal attenuation, insertion loss, and energy transformation
loss on the backscatter tag result in that the backscatter signal is
orders of magnitude weaker than the carrier signal. For example,
Aloba achieves the throughput of 0.93 Kbps when we place the tag
1 m away from the LoRa sender and the LoRa receiver is within
250 m of the source.

7.3 Head-to-head Comparison with PLoRa in
Different SF and BW Settings

The link throughput of PLoRa is highly sensitive to the LoRa carrier
parameters, including spreading factor (SF) and bandwidth (BW).
In this section, we compare the performance of PLoRa and Aloba

in different SF and BW settings.

7.3.1 Impact of spreading factor (SF). We set the BW at 125 KHz
and the switch rate of Aloba tag at 60 KHz. Then we change the
value of SF from 7 to 12 and the experiment results are shown in
Figure 20(a) and Figure 20(b). We find that the throughput of PLoRa
decreases and the backscatter range of PLoRa increases with the
increase of SF. The throughput and the backscatter range of Aloba
are relatively stable. Specifically, when the value of SF increases
from 7 to 12, the throughput of Aloba is 61×–1800× higher than
that of PLoRa and the range of PLoRa is 2.1×–4.5× higher than
that of Aloba.

7.3.2 Impact of bandwidth (BW). We set the SF at 7 and the switch
rate of Aloba tag at 60 KHz. Then we increase the value of BW
from 125 KHz to 500 KHz, and the experiment results are shown in
Figure 21(a) and Figure 21(b). The throughput of PLoRa increases
and the maximum backscatter range of PLoRa decreases with the
increase of BW. The throughput and the backscatter range of Aloba

are relatively stable. For example, when the value of BW increases
from 125 KHz to 500 KHz, the throughput of Aloba is 61×–15×
higher than that of PLoRa and the range of PLoRa is 2.1×–1.6×
higher than Aloba’s.

Therefore, the performance of PLoRa is more susceptible to the
parameters of LoRa excitation signals, but the performance of Aloba
is reliable in different LoRa parameter settings. In practice, the
performance of Aloba based on the OOK design is affected by the
tag’s switch rate. So we further conduct experiments to evaluate
Aloba’s performance under different switch rate.

7.3.3 Impact of switch rate. The throughput of Aloba theoretically
equals to the switch rate of Aloba tag. The larger the switch rate
is, the larger the throughput is. Whereas, the backscatter range
decreases with increase of switch rate due to the decreasing SNR of
the backscattered signal. In this experiment, we place the tag 1 m
away from the source, and set SF and BW at 7 and 125 KHz. Then
we change the switch rate from 10 KHz to 150 KHz. Figure 22(a) and
Figure 22(b) show the experiment results. First, the throughput of
Aloba varies from 9.9 Kbps to 121.4 Kbps when the switch rate varies
from 10 KHz to 150 KHz. The gap between the throughput and the
theoretical throughput increases from 0.1 Kbps to 28.6 Kbps due
to the increasing BER of backscatter data. Second, the backscatter
range of Aloba decreases from 225.6 m to 71.4 m. Hence, Aloba can
achieves flexible throughput and backscatter range by adjusting
the tag’s switch rate.

7.4 Indoor Experiments

We further evaluate the performance of Aloba in indoor environ-
ments and observe Aloba’s performance when the backscatter tag
penetrates one concrete wall or two concrete walls. The impact of
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Figure 23: Aloba performance in NLoS indoor environments

(penetrating one concrete wall)
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Figure 24: Aloba performance in NLoS indoor environments
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Figure 25: Aloba performance in multi-tag scenario

multi-path in indoor environment on our decoding algorithm is
negligible. In our experiments, the LoRa sender and the Aloba tag
in the classroom, and the LoRa receiver in the office. We vary the
tag-to-source distance and the switch rate to study their impact on
Aloba performance. The default LoRa SF is 7 and BW is 125 KHz.
The tag-to-receiver distance is 10 m when we measure the vari-
ation of throughput. Later, we move the receiver to measure the
maximum backscatter range when the BER is lower than 0.001.

7.4.1 Penetrating one concrete wall. First, when the tag is collo-
cated with the source (with an 10 cm spacing) and the switch rate
is 60 KHz, the backscatter signal can be decoded by the receiver
32.6 m away from the Aloba tag as shown in Figure 23(a). As we
extend the distance between the source and Aloba tag to 5 m, the
backscatter signal becomes weaker, and thus the backscatter range
decreases to 12.9 m. The throughput of Aloba when we vary the
tag-to-source distance is stable at 60 KHz.

Second, we adjust the switch rate from 10 KHz to 100 KHz to
balance the data rate and backscatter range. We put the tag 1 m
away from the source. As shown in Figure 23(b), the throughput of
Aloba increases with the increase of switch rate, and the backscatter
range of Aloba decreases with the increase of switch rate. When
the switch rate is 10 KHz, the backscatter signal can be decoded
by the receiver 31.4 m away from the Aloba tag. When the switch
rate is 100 KHz, the backscatter signal can only be decoded by the
receiver 17.2 m away from the Aloba tag.

7.4.2 Penetrating two concrete walls. The performance of Aloba
after penetrating two concrete walls is worse than the performance
of Aloba after penetrating one concrete wall. First, when the tag is
collocated with the source (with an 10 cm spacing) and the switch
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Figure 26: Packet detection result of tag

rate is 60 KHz, the backscatter signal can be decoded by the receiver
15.6 m away from the Aloba tag as shown in Figure 24(a). As we
extend the distance between the source and Aloba tag to 5 m, the
backscatter signal becomes much weaker after penetrating two
concrete walls. In this condition, the gap between the throughput
and the theoretical throughput increases to 20.4 Kbps.

Second, we adjust the switch rate from 10 KHz to 100 KHz to
balance the data rate and backscatter range. We put the tag 1 m
away from the source. As shown in Figure 24(b), the throughput of
Aloba increases with the increase of switch rate, and the backscatter
range of Aloba decreases with the increase of switch rate. When the
switch rate is 10 KHz, the backscatter signal can be decoded by the
receiver 16.4 m away from the Aloba tag. When the switch rate is
100 KHz, the backscatter signal can only be decoded by the receiver
5.6 m away from the Aloba tag after penetrating two concrete walls.

7.5 Multi-tag Scenario

We further deploy multiple Aloba tags (2–5) outdoors to examine
the multi-tag decoding capability. The switching rate of these tags
are set to 60 KHz by default. The distance between each tag and the
source varies from one meter to five meters. We show the bit error
rate (BER) and the network throughput (sum of each backscatter
link) in Figure 25.

We observe the BER is below 0.001 when there is one or two tags
in the network. The BER then grows to around 0.05 with increasing
number of tags. The high BER is primarily due to the increasing
interference in the I/Q plane. With Mac-layer control, i.e., TDMA
(§5), we envision less interference among tags and thus expect to
see a lower BER of individual backscatter link. On the other hand,
we observe the network throughput grows steadily from 60 Kbps
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Figure 27: LoRa packet reception in different scenarios

to around 200 Kbps when the number of tags grows to five. While
the network scale in testing is limited to five tags, we believe our
system can support more tags by exploring both the frequency and
time division.

7.6 Packet Detection Accuracy of Aloba

The Aloba tag needs to pick up the ambient LoRa transmissions
from other interfering signals before backscattering. In this sub-
section, we study the effective LoRa packet detection range and
detection accuracy of the Aloba tag. The LoRa sender continuously
transmits LoRa packets and the Aloba tag detects the LoRa sig-
nals.The distance between the LoRa sender and the LoRa receiver
is 200 m. We move the Aloba tag to different locations.

The experiment result is shown in Figure 26. The RSSI of the
detectable LoRa signals decreases with the increase of the tag-to-
source distance. At the same time, the packet detection error in-
creases. The detection error is 0.003 when the tag-to-source distance
is 10 m, however, the detection error increases to 0.028 when the
tag-to-source distance is 50 m. When the upper limit of detection
error is 0.01, the packet detection range is 30 m.

7.7 Impact on LoRa Reception

The Aloba tag adopts the modulation of OOK and it doesn’t modify
the frequency of the LoRa signal. Therefore, the LoRa packets can
still be decoded by the LoRa receiver with high sensitivity. In this
subsection, we conduct experiments to study the impact of Aloba
on the LoRa packet reception.

Figure 27(a) shows the experiment result in the outdoor envi-
ronment. The PRR of LoRa packet without Aloba tag is higher than
that with Aloba tag. The shorter the tag-to-source distance is, the
greater the influence of the Aloba tag on the LoRa PRR is. When
the tag-to-source distance is 1 m, the average PRR of LoRa packets
decreases by 0.6% compared to the PRR of LoRa packets without
Aloba tag. When the tag-to-source distance is 5 m, the average
PRR of LoRa packets decreases by 0.1% compared to the PRR of
LoRa packets without Aloba tag. Figure 27(b) shows the experiment
result in the indoor environment. The impact of Aloba tag on LoRa
packets in indoor environment is slightly larger than that in out-
door environment. These results validate that Aloba has negligible
influence on LoRa packet reception.

8 RELATEDWORK

Backscatter systems. In recent years, RF signals, such as TV,WiFi,
FM, BLE, LoRa signals, have been widely exploited for backscatter

communication. Ambient backscatter [16] reflects broadcast TV or
cellular transmissions to achieve device-to-device communication.
WiFi backscatter [14] reuses theWiFi signals to convey information
by modulating the CSI and RSSI measurements. The data rate of
ambient backscatter and WiFi backscatter is limited to 1 Kbps.

In order to improve the data rate, Turbo charging [34] uses the
multi-antenna cancellation design with the coding mechanism to
achieve the data rate of 1Mbps. BackFi [1]modulates information by
changing the phase of the receivedWiFi signals, which improves the
communication rate to 5 Mbps. Passive WiFi [14] enables a passive
tag to generate 802.11b transmissions by leveraging a dedicated
excitation device. HitchHike [48] allows a backscatter tag to embed
its information on standard 802.11b packets, by translating the
original transmitted 802.11b codeword to another valid codeword.
FreeRider [49] extends the technique of codeword translation to
other radios, such as 802.11g/n, Bluetooth, and ZigBee. OFDMA-
WiFi [51] enables OFDMA in WiFi backscatter for capacity and
concurrency enhancement. But the farthest communication range
is only tens of meters.

To further improve the communication range, researchers focus
on Low-PowerWide-Area Network (LPWAN) technologies. Among
the LPWAN technologies [25, 28], LoRa [23] is resilient to interfer-
ence due to its high receiving sensitivity, making it a natural choice
for backscatter. LoRa backscatter [39] synthesizes legitimate LoRa
packets to extend the communication to 2 km. However, it requires
a dedicated device to generate the excitation signal. PLoRa [35]
is the most relevant work with Aloba, which takes ambient LoRa
transmissions as the excitation signals and modulates the origi-
nal LoRa chirp signal into a new standard LoRa chirp signal at
another frequency band. Whereas, PLoRa is not spectrum efficient
and inevitably consumes the already crowded wireless spectrum.

Compared to the existing works, Aloba adopts the modulation of
ON-OFF Keying (OOK) and the data rate can be easily adjusted by
tuning the frequency of this RF switch. By taking the ambient LoRa
signals as the excitation, the backscatter tag could leverage the
unique processing gain brought by the chirp signal design to enable
long-range backscatter communication. In this way, Aloba supports
flexible data rate at different transmission range. Moreover, Aloba
achieves high spectrum efficiency.

Self-interferencemitigation.There are three types of approaches
for self-interference mitigation in the backscatter system: interfer-
ence cancellation, parallel decoding, and frequency shifting.

Interference cancellation. RFID system is a typical backscatter
system with the full-duplex reader. To mitigate self-interference,
the RFID reader uses sophisticated cancellation circuit, including
tunable phase shifter and attenuator, to recover the backscatter
signal. This method increases the power consumption and limits the
achievable range [8]. Liu et al. [17] present a design that enables full-
duplex communication on ambient backscatter devices and reduce
self-interference by using only fully-passive analog components.
BackFi [1] estimates the channel variation and proposes a wideband
self-interference cancellation scheme to decode WiFi backscatter
signals.

Parallel decoding. Parallel decoding makes it possible to demodu-
late carrier signals and backscatter signals at the same time. Laissez-
Faire [7] extracts edges from interleaved RFID signals, separates
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collisions, and corrects errors. FlipTracer [13] presents a probabilis-
tic model to capture the transition pattern of collided signals and
achieves parallel decoding for RFID backscatter. Choir [3] disentan-
gles the interfering LoRa transmissions by leveraging the hardware
imperfection. Netscatter [6] decodes the concurrent LoRa transmis-
sions using the FFT operation, since the cyclic shifting of chirps
in the time domain translates to offsets in the frequency domain.
FTrack [44] exploits the time-domain information of symbol edges
to recover the collided LoRa symbols.

Frequency shifting. Recent backscatter proposals shift the fre-
quency of backscatter signals away from the carrier signals to
avoid self-interference [10, 35, 36, 41, 42, 50]. For example, FS-
Backscatter [50] shifts WiFi signals to a different non-overlapping
frequency band. FM-Backscatter [42] transforms the multiplication
operation on RF signals into an FM addition operation on the audio
signals to shift frequency. LoRea [41] and PLoRa [41] mitigate the
self-interference and extend the communication range by keeping
carrier signal and backscattered signal apart in frequency. Whereas,
these methods occupy extra spectrum resources.

We cannot borrow the above existing methods to solve LoRa
self-interference, as we have analyzed in §2. Therefore, Aloba in-
cludes a novel decoding scheme to demodulate backscatter signal
by transforming the LoRa carrier signal to sinusoidal carrier signal
and detecting the fine-grained changes on the phase and amplitude
of the signal.

9 DISCUSSION

Effective communication range. The backscatter range scales
with the strength of backscatter signals. Due to signal attenuation,
insertion loss, and energy transformation loss on the backscatter tag,
the backscatter signal is orders of magnitudeweaker than the carrier
signal. Hence Aloba cannot achieve similar communication range
with active LoRa nodes. There are multiple ways to increase the
backscatter range. For example, leveraging bemforming techniques
or negative impedance components like tunnel diode and we leave
it as our future work.

Energy efficiency. Like many state-of-the-art ambient backscat-
ter designs (e.g., PLoRa [35], Turbo charging [34], HitchHike [48]),
we adopt a palm-size solar panel to harvest energy. This is dif-
ferent to the passive RFID system where the power comes from
the carrier signal. Aloba adopts a low-power ADC and FPGA for
packet detection. Hence it consumes more power than conven-
tional RFID systems that assumes an always-on carrier signal. To
reduce the power consumption on packet detection, one possible
solution could be implementing the packet detection module on
Application-specific integrated circuit ASIC and we leave it for our
future work.

Time synchronization. There are two critical time synchroniza-
tion processes that affect the system performance. The first one
happens at the Aloba tag where the tag detects the boundary of
LoRa chirp and synchronizes with the payload part for modula-
tion (backscatter). The error in synchronization will introduce a
time offset between the carrier signal and the backscatter signal.
A moving window-based decoding strategy can be used to toler-
ant the above synchronization error. The moving position which

satisfies the requirement of 16-bit baker code-based preamble of
Aloba and achieves the maximum distance between two clusters
with and without backscatter signals is the corresponding position
of the Aloba decoding window. The second one happens at the
Aloba receiver where the receiver detects and synchronizes with
the boundary of the LoRa chirp for chirp transformation. When
the time offset caused by the above chirp edge detection errors is
smaller than the time range bin of LoRa chirp (the minimum time
offset between two LoRa chirps, which is equal to 1

BW ), the chirp
transformation can be achieved successfully and the impact on the
Aloba decoding can be neglected. Otherwise, the LoRa chirps will
be decoded incorrectly and the LoRa packet will be discarded at the
LoRa receiver, not to mention the piggy-backed backscatter data.

Potential applications. Aloba can be used in many application
scenarios, for example, keeping track of the status ofmachines in the
factory (e.g., vibration, noise, rotation), monitoring the operation
of coal mine underground system (e.g., drainage, power supply, and
machine status), and uploading the information of all bulk goods
in the container in one batch on the seaport. On the one hand,
these applications demand moderate-throughput (tens of Kbps)
communication links for sensing data forwarding. On the other
hand, these data forwarding links should be also low-power and
long-range, allowing sensors to transmit their data back to the gate-
way hundreds of meters away without extra human intervention
or frequent battery for two reasons. First, some of these machines
may produce strong noise, flash intense light and discharge harmful
gases. Second, the operation environment of these applications is
complex, and it is easy to have potential safety hazards. Therefore,
Aloba with the throughput of 40 Kbps and transmission range of
200 m is applicable to the above scenarios.

10 CONCLUSION

Aloba is an ambient LoRa backscatter design using ON-OFF Keying
that provides flexible data rate and transmission range for different
IoT applications and deployments. By allowing the coexistence of
the backscatter signal and the carrier signal in the same frequency
band, Aloba achieves a higher spectrum efficiency. Our design con-
tributions are a low-power backscatter design that can pick up the
ambient LoRa transmissions from other interfering signals and a
decoding algorithm running on the LoRa receiver that can decode
both the backscatter signal and the LoRa excitation signal from
their superposition. Evaluation results demonstrate that Aloba can
achieve various data rates (39.5–199.4 Kbps) at various distances
(50–200 m) in the wild. Compared with the state-of-the-art system
PLoRa [35], Aloba is 10.4–52.4× better in terms of throughput.
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